Technical Specifications

LOT 1 — LAPTOP WITH BAG AND | Yes( ) No( )
MICROSOFT OFFICE INSTALLED

Item Description: Yes () No( )

Quantity: 17 units
Processor: At least i5 12th Generation or | Yes ( ) No( )
higher
Memory: 8 GB DDR4 Memory or better Yes () No( )
Storage: 500 GB SATA/M.2 SSD or better | Yes () No( )
Graphics: Integrated Graphics or better

Yes () No( )
Operating System: Windows 11 (Homeor | Yes ( ) No( )
Professional) + MS Office 2021 (Home
and Business) or better
Display: Minimum of 13" screen size Yes () No ()
Camera: 720p HD Camera or better Yes () No ()
With Wi-Fi + Bluetooth® 5.0 or better Yes () No ()
Warranty: At least two (2) years on parts | Yes ( ) No( )
and services
Conforme:
Name and signature of the Name of Company Date

Authorized Representative



Technical Specifications

Technical Specifications

Compliance to Technical Specification
(Check the corresponding box)

Compliant Non-Compliant Remarks:
(Counter Specs
Offer)
LOT 2 - END-POINT PROTECTION | Yes ( ) No( )
100 LICENSES FOR 1 YEAR

Item Description:

Quantity: 100 licenses Yes () No ()
End-point protection 100 licenses for lyear | Yes ( ) No( )
No. of Workstations: Ninety-Five (95) | Yes () No( )
Workstation Operating system and | Yes () No( )
version: Windows 10 and 11
No. of Servers: Five (5) Yes( ) No( )
Server Operating system and version: | Yes ( ) No( )
Windows Server 2016 and 2019
Specifications: Yes () No( )
MANAGEMENT: Yes () No ()
Multiple Policies Yes () No( )
Controlled Updates Yes () No( )
PREVENT: Yes () No( )
ATTACT SURFACE REDUCTION Yes () No ()
Application Control Yes () No( )
Peripheral Control Yes () No( )
Web Control / Category-based URL | Yes ( ) No( )
blocking
Download Reputation Yes () No( )
Web Security Yes () No( )
BEFORE IT RUNS ON DEVICE Yes () No ()
Deep Learning Malware Detection Anti- | Yes () No( )
Malware File Scanning
Live Protection Yes () No ()
Pre-execution Behavior Analysis (HIPS) Yes () No( )
Potentially Unwanted Application (PUA) | Yes ( ) No( )
Blocking
Intrusion Prevention System (IPS) Yes () No ()
STOP RUNNING THREAT Yes () No ()
Data Loss Prevention Yes () No ( )
Runtime Behaviour Analysis (HIPS) Yes () No( )
Antimalware Scan Interface (AMSI) | Yes( ) No( )
Malicious Traffic Detection (MTD) Exploit
Prevention
Active Adversary Mitigations Yes () No ()




Ransomware File Protection Yes () No( )
Disk and Boot Record Protection

Man-in-the-Browser Protection

Enhanced Application Lockdown

DETECT AND INVESTIGATE: | Yes( ) No( )
DETECT

Live Discover (Cross Estate SQL Querying | Yes ( ) No( )
for Threat Hunting & IT Security

Operations Hygiene)

SQL Query Library (pre-written, fully | Yes ( ) No( )
customizable queries)

Fast Access, On-disk Data Storage (upto 90 | Yes ( ) No( )
days) Cross-product Data Sources e.g.

Firewall, Email Cross-product Querying

Cloud data storage Scheduled Queries Yes () No ()
INVESTIGATE Yes () No ()
Threat Cases (Root Cause Analysis) Deep | Yes () No( )
Learning Malware Analysis

Advanced On-demand Threat Intelligence | Yes () No ()
Forensic Data Export Yes () No ()
RESPOND: Yes () No ()
Automated Malware Removal Security Yes () No( )
Live Response (Remote Terminal Access | Yes ( ) No( )
for further investigation and response)

On-demand Endpoint Isolation Single-click | Yes ( ) No( )
"Clean and Block"

WARRANTY AND SUPPORT: Yes () No( )
24x7 Enhanced Plus Support via Telephone | Yes ( ) No( )
& Email

Free Security Updates & Patches within the | Yes () No( )
subscription period

Free Software Features Updates & | Yes( ) No( )
Upgrades within the subscription period

The Supplier should be an authorized MSP | Yes ( ) No( )
partner for the product (Certificate)

The Supplier of the solution must be able to | Yes ( ) No( )
provide support through Phone, Email,

Web- Remote assistance and On-Site/On-

call Support

Conforme:
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